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Introduction

Problem Statement & Solution




Problem Statement
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Evolving Malware _ Low Explainability
a
Millions of new malware @! Models achieve high accuracy
samples appear monthly. but provide no explanations.
Slow Analysis

In-depth sample analysis is

a time-consuming task. /\‘
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Implementation

System Architecture & Methodology




Background

Representation Vector
(Embedding)

Low dimension vector transferred from
high dimension input containing
original input characteristics.

Graph Neural Network

H-> A network that learns nodes and
\ structure information from graph data to
obtain graph embedding.




System Architecture

- @ — .

Program Reverse Engineering & Functions &
Executable Function Embedding Call Graph
Extraction :

———> Input Generation
----> Training Phase
----- > Classification Phase

-------> Explanation Phase

Model
Explainer

Prediction

Explanation
Report




System Architecture
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Program Radare2 Functions & GNN-based Prediction
Executable + Call Graph Model
Null/ : :
Asm2Vec/

D Csare) @

R ----- PO & &7 o U >
—> Input Generation @

----> Training Phase

""" > Classification Phase Node Pruning/ Explanation
....-..»> Explanation Phase Edge Pruning/ Report

? (GNN Explainer)




mov rax, 8h
mov [rbp+18h], rax
xor eax, eax

mov [rbp+4h], @
mov [rbp+32h], 1505h
lea rax, [rbp+24h]
mov [rbp+8h], rax
mov [rbp+4h], ©
loc_40065D:

mov eax, [rbp+4h]
movsxd rbx, eax

lea rax, [rbp+24h]
mov rdi, rax

call strlen

cmp rbx, rax

—_—
The assembly code of
the selected instruction

.................. >
A feed-forward path
Concate-
nate
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Vector Vector Vector

Map each input token to a d-
dimensional vector

Avg(x)
Average

Vector

Map this assembly
function to a 2xd-
dimensional vector

Map each output token to
a 2xd- ensional output
vector

o Avg(x)
/ Average

v v

Map each input token to a d-
dimensional vector

Uh(x)
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SAFE

SAFE
A
4 A\
Function: o Function
pus; rdi (0.17, ..., -0.04) % < Embedding:
PE: rsi 030 S (-0.14, ..., -0.06) o O
eub g, Bx —>» & ¥ (0.15,..,-0.20) P> z = r—» (3.31,..,1.34)
AE (0.05, ..., -0.02) o 2
©
(7))




graph embedding

convoluted
node embeddings

A

n-1 layers

GNN-based Model
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Model Explainer

R Gy

Edge Pruning Node Pruning
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GNN Explainer
B - % - %8B &-

J

max M1 (Y, (Gs, Xs)) = HY) - H(Y|G = G5, X = Xs).
S
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Evaluation

Experiments Setup & Results




63%

Malicious
Dataset
75,257 samples

37%

Benign
Dataset
44953 samples
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Experiment Setup

Delete Samples w/o Edge

Samples without any function calls
cannot build function call graphs.

Drop Packed Samples

—)
[c';}" Packed binaries may mislead the
model to detect packers.
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Detection Performance

e (ollect 15,000 benign and 15,000 malicious samples
e Split training set and testing set with ratio 8:2
e Use 0.5 as the malware decision threshold for LightGBM and MalConv

Model Accuracy Precision Recall Fl-score
\\( (Lizmthlang) C 99@ 0.989499 0.998370 0.993915
M"’Ell\lclfl’)”v ( 800/9 0.844156 0.847596 0.845872

OU(er;jel ( 97@ 0.981752 0.965715 0.973632




Handling Unknown Samples

Structure Model Recall

« APT1

-« APT 10
< APT19
« APT21
« APT28
« APT29

404

EMBER (pre-trained) 0.761257
LightGBM 5.4
EMBER (self-trained) 0.991657

- APT 30
« Dark Hotel

MalCOI’]V (pre'trained) 0536126 —20 A «  Energetic Bear
CNN «  Equation Group
MalConv (self-trained) ~ 0.533370 40 2 CORCE
-60 .:'...'.:
-60 -40 -20 0 20 40 60
GNN Our Model 0.950094
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Function Embedding Impact

e Use 209,000 UNIX libraries functions for self-trained models
e (ollect 15,000 benign and 15,000 malicious samples
e Split training set and testing set with ratio 8:2

Model Accuracy Precision Recall F1-score
Null o
( 67/;) 0.773491 0.593621 0.633797
(Zero vector)
Asm2vec B
\\( (Self-trained) ( 89A> 0.926837 0.863340 0.893472
SAFE .
(Self-trained) ( 974) 0.976921 0.969835 0.973338
SAFE :
(Pre-trained) ( 97 /) 0.981752 0.965715 0.973632

20



Explaining Efficiencuy

Use the same 100 benign files
Apply pre-trained SAFE embedding
Generate neural network each time

for GNN Explainer

Number of edges
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Stability of GNN Explainer

Use function call graph of AZORult
Apply pre-trained SAFE embedding
Explain 100 times for 1645 edges

CDF
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Variance of edge weight
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Discussion

Model Explanation Analyses & Case Studies
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Malware Samples

Phobos Sample

A ransomware with 291 functions

and 807 function calls that encrypts
files in the victim’s computer.

2)»

AZORult Sample

An information stealer with 484
functions and 1645 call relations that
steals sensitive data from victims.
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Malware Samples (Con’t)

R
T

Equation Sample

A first-stage malware dropper from the
Equation APT group, with 319 functions

and 684 function calls, trapping users

into installing actual malware.

WannaCry Sample

m The WannCry malware, with 132 functions
and 174 function calls, spreads itself via the
SMB service and executes malicious codes
to encrypt files on infected systems.
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Node Pruning Explanation
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(a) Phobos (Graph Pruning/Node).

(b) AZORult (Graph Pruning/Node).

(c) Equation (Graph Pruning/Node).

(d) WannaCry (Graph Pruning/Node).
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Edge Pruning Explanation
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(e) Phobos (Graph Pruning/Edge).

(f) AZORult (Graph Pruning/Edge).

(g) Equation (Graph Pruning/Edge).

(h) WannaCry (Graph Pruning/Edge).
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(i) Phobos (GNN Explainer).

(j) AZORult (GNN Explainer).

(k) Equation (GNN Explainer).

(1) WannaCry (GNN Explainer).
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Edge coverage ratio

Explained Edges
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Conclusion

Concluding notes & Future Work
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Concluding Notes

Model Performance

The proposed malware classification model

achieves outstanding performance with an
accuracy of 97.0% and a recall rate of 97.6%.

@

Prediction Explainability

The model explainers can recognize critical
graph structures of samples and provide
good directions for malware analysis.




Future Work

External API Calls

Embeddings of external API calls may provide
more information to the model.

More Embeddings

— 1
@! The performance of other function
embedding models is worth evaluating.

Analysis Automation

\J
Q Automatically classifying functionalities
of unknown samples is worth exploring.
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